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he Internet has changed the way we do business and has also expanded
opportunities for trademark and copyright infringement. As the world grows
smaller, international efforts to protect trademark and copyright owners, and to
simplify intellectual property transactions, have increased. How is the law responding
to the demands of the digital age? We’ve invited five noted practitioners to help
us dissect some of the trademark and copyright issues of critical importance
to general counsel. Joining us are Glenn Cunningham, partner in Shipman &
Goodwin LLP in Hartford; Marina Cunningham, partner in McCormick, Paulding
& Huber LLP in Hartford; Curt Krechevsky, partner in Cantor Colburn LLP in
Hartford; Merton Thompson, partner in Burns & Levinson LLP in Boston;
and Cynthia Johnson Walden, principal in Fish & Richardson PC in Boston.
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MODERATOR: Let’s begin by taking a look at the issue of using competitors’
trademarks as search-engine keywords — which Google calls AdWords — and
whether this constitutes trademark infringement.
WALDEN:You can sign up with Google or Yahoo or another search engine and
purchase a keyword, a word that drives traffic to your Web site.You can purchase your
competitor’s trademark as a keyword.The question is whether this constitutes trademark infringement under the Lanham Act, which governs trademarks. The courts
have applied a two-step analysis: (1) whether the purchase and use of a keyword constitutes “use in commerce” and (2) whether the use of a keyword results in likelihood
of confusion. Currently the courts are split on whether the purchase and use of a
keyword constitutes use in commerce, and no court has yet found that it is likely to
lead to confusion, although I think this is possible under an “initial interest confusion” theory. However, the more people become familiar with how Internet searching works, the more difficult it may be to make the likelihood-of-confusion argument successfully because people will know that you can buy a competitor’s mark as
a keyword.
KRECHEVSKY: A company can be concerned about the use Cindy was describing, where search engines make trademarks of the general counsel’s company available
for purchase by their competitors. A company can also be an advertiser and interested in having its ads appear when people are searching for their competitors. It is always
important to think about it from both sides because most companies, of course,
engage in advertising and marketing in addition to owning trademarks.
G. CUNNINGHAM: You can see why this can be such an annoying issue.
When you are the general counsel, your clients are your businesspeople out in
the field. They come to you and say, “Our direct competitor is out there using
our trademark, on which we spent so much money, time and effort in building
goodwill; they purchased it on Google or Yahoo and they’re driving traffic to
their sites and their products. Do something.” And we look at the state of the law
and it’s, “Well, there may be something you can do, but right now it’s pretty
unsettled.”
THOMPSON: It’s also important to know that you can manage this yourself
to a large extent by getting your search-engine positioning strategy established
and spending a little bit of money to promote your company by purchasing the
keywords that relate to your own products — and that will suppress all the bad
guys.
KRECHEVSKY: One of the first things a general counsel can do is simply
type in their brand name and see what comes up on all of the popular search
engines. They might be surprised — pleasantly or unpleasantly — at the ads that
are triggered.
M. CUNNINGHAM: Sometimes trademark owners search for their trademarks
on search engines such as Google and Yahoo and their competitors’ sites come up
before their own sites.The trademark owners then really need to investigate further
to ensure that their trademarks are not infringed.
MODERATOR: Are we trying to fit new problems into an old statute?
M. CUNNINGHAM: That is why there is such a split in the courts.
THOMPSON: It’s really a new spin on an old problem. There’s
nothing that stops your competitor from buying a billboard right outside your store and advertising their own wares. That’s basically what’s

going on here, but there are a lot more ways to manipulate this system to intercept your
competitors’ customers.
G. CUNNINGHAM: Google and Yahoo phrase the issue as one of product placement:
“This is no different than going to the supermarket and seeing product X, your competitor, on
the shelf next to your product Y. The fact that we’re doing that digitally — what’s the big deal?”
The problem is that there is a use. Whether it’s use in the Lanham Act sense or not, there is a
use of a trademark that leaves you feeling uncomfortable and that there must be a remedy.
KRECHEVSKY: There have been some misguided attempts by states to police the purchasing of trademarks as triggers for advertisements. Under a recent law enacted in Utah, if you
own a Utah state registration for your mark, you can convert it into an “electronic registration
mark,” and any Web site that is accessible within Utah is not allowed to sell that mark as a keyword trigger for advertisements.The commentary on this law has been almost unanimous that
this is an undue burden on interstate commerce and is almost certain to be held unconstitutional — a point of view with which I agree. But it does show the level of controversy and the
fact that some states are trying to do better by the trademark owners within their borders.
WALDEN: The distinction that I see with the billboard analogy is that with keywords
you are literally buying someone else’s trademark for the specific purpose of trading on the
goodwill associated with it. But is that actionable under the Lanham Act? Not necessarily.The
question is, should it be? Do we need to modify the Lanham Act to address this unique situation, or is the use of trademarks as keywords simply fair game in a world where consumers
are increasingly savvy about Internet search engines?
M. CUNNINGHAM: The bottom line is that a competitor is using somebody else’s
mark to direct traffic to its own site. Even if the competitor does not use someone else’s mark
on its own Web site, the competitor is still benefiting from using someone else’s mark in
AdWords.
KRECHEVSKY: Those in favor of this practice point out that we would not benefit from
the enormous power of a search engine like Google or Yahoo but for their ability to monetize
all of the information that they make available. So there are two sides to this, and it’s going to
be some time before it gets settled.
M. CUNNINGHAM: We advise our clients to take advantage of whatever the state of the
law is right now.
WALDEN: There are about a dozen federal district court cases out there in various stages
of progress on this issue. I think everyone is waiting for a decision, based on a survey that proves
the likelihood of confusion, that actually gets to the merits of the issue.
G. CUNNINGHAM: Cindy raises a good point. If you are the general counsel and your
clients are saying, “You need to do something about this,” from a strategic standpoint you are
going to have to sit back and look at what’s really going on out there in the marketplace: How
big an issue is this for us? Do we do a survey and find out from the consumer perspective
whether there’s an issue?
THOMPSON: The good news is that if there’s a really egregious misuse of the trademark,
the Yahoos and Googles of the world are very responsible.
WALDEN: That’s right.
THOMPSON: They will take the advertisement down if there is a valid complaint.
WALDEN: The flip side is that marketing folks want to take advantage of this use:
“Everyone else is doing it. Our competitors are doing it, so why can’t we? We’re losing out on
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a lot of additional revenue.” So general counsel really need to think about both sides
of the issue.At the moment there’s no clear law that says you can’t do it, but that may
be the case at some point.
G. CUNNINGHAM: We’re in the Wild West of trademark use in advertising
because you’re right — the marketing department comes in and says, “Let’s do it.
There’s value there for us.” You do a cost-benefit analysis and you make a decision.
M. CUNNINGHAM: If you get sued or the law changes, you can always take
it down.
G. CUNNINGHAM: That’s right.
MODERATOR: Let’s move on to the issue of cybersquatting — registering an
Internet domain name in bad faith for the purpose of selling it to its rightful owner.
When do you advise clients to go after cybersquatters with the Uniform Dispute
Resolution Policy, the UDRP, established by the Internet Corporation for Assigned
Names and Numbers, ICANN, and when to sue in federal court under §43(d) of the
Lanham Act?
THOMPSON: The UDRP and §43(d) are both very effective and the
UDRP is quite efficient. If you have even a marginal case, you’re better off with
the UDRP because their decisions are pretty heavily weighted toward the trademark owner.
M. CUNNINGHAM: The UDRP is to be used when it is a clear-cut case,
where you have a mark and somebody else obtains a domain name that is extremely similar. The only possible recourse under the UDRP proceeding is getting that
domain name. If one is seeking monetary damages, the UDRP is not appropriate.
G. CUNNINGHAM: If it isn’t just a dispute over a domain name, but a more
traditional trademark dispute where you want remedies such as an injunction, monetary damages and the like, you may be better off going to federal court — with all
the baggage that goes along with that.
KRECHEVSKY: One of the other advantages to going the federal court route
is that the UDRP requires that, in addition to the indicia of bad faith registration,
there be some use of the domain name. There are plenty of situations where you
believe you have a clear-cut case of cybersquatting, but no Web site has been put up
so it’s difficult to meet the UDRP’s use element. The federal law does not require
use.You simply have to show bad faith.
G. CUNNINGHAM: One procedure that’s available to trademark owners is to
proceed in rem against someone who is holding a domain name they say is infringing upon their mark.The sole remedy you’re seeking is a court order transferring the
domain name to you because you are the rightful possessor. You get into federal
court, it’s fairly quick and it’s very helpful when you don’t know who the actual
registrant is. You basically need to know where the registry for that domain
name is, and that’s the venue. It’s also fairly inexpensive.
THOMPSON:You’re seeing fewer true cybersquatters out there now.
Often companies will come and say,“I think I should own this domain.
It’s a variation on my trademark.”You contact the registrar
and it turns out that it’s a very large company that owns
400,000 domain names.They just aggregate domain names
that get a predictable amount of traffic, and they place payper-view or pay-per-click or cost-per-thousand-views

advertising on a so-called “parking page.”They’ll transfer the domain name to you right away as
long as you can establish a trademark.
KRECHEVSKY: One situation that has developed within the last couple of years is domain
name “tasting.”A domain name registrant has five days before they have to pay a registration fee,
so you have individuals and companies that register anything under the sun that they think
might have commercial value to someone else, keep it for five days and then release it. During
that time they put up parking pages, so-called “search optimization pages,” which have links to
other sites and advertisements. Even if only a fraction of one percent of the people looking for
the legitimate trademark owner come to that page and click on something that generates maybe
a fraction of a penny each — but multiply that over thousands of hits and it amounts to significant revenue — these tasters are able to generate significant income without having to invest
in the domain names that they register. Verizon has been at the forefront of trying to get
ICANN to close this loophole because in the view of many trademark owners it’s outrageous
that tasters are able to generate money off of valuable brand names.
WALDEN: Where I’ve seen it come up a lot lately is as a typo of a company name. They
will spell “coporation” or “copany” in a domain registration, for example. But since you could
have thousands of typographical variations of the correct name, you could spend an inordinate
amount of time trying to police this type of thing.The ultimate issue is whether there is going
to be any legislative action to address the loophole.
KRECHEVSKY: From general counsel’s perspective, you take your top one, two, three
brand names and think about all the top-level domains (like .com, .net, .org) plus all the country code top-level domains (.us, .uk and so forth). Multiply that by all the typical typographical
errors that people would enter in trying to find you, and you arrive at an enormous number of
potential domain names that, if you had an infinite budget, you would want to purchase to prevent other people from making money off of them. Obviously no one has an infinite budget,
and hard choices have to be made.
WALDEN: There is also a distinction to be drawn between a domain name incorporating
your company name or a unique product name, where the use may lead to likelihood of confusion, and one incorporating a more minor mark or a descriptive mark, where the potential for
confusion is diminished. In addition, a trademark search may identify many domains with no
associated content — which means there is no infringing use. In that scenario, the best course
of action may be to monitor the site periodically, but otherwise do nothing.
KRECHEVSKY: There are over 200 countries in the world, and every one of them has
a ccTLD, a country code top-level domain. Obviously Fiji and Botswana may not be at the
top of anyone’s list in terms of caring whether someone has registered their brand name
in combination with those ccTLDs. The challenge becomes where to meaningfully draw
the line among domain names that you really ought to buy versus those that you just leave
alone until you have to take specific action against them.When you see more activity than
just a domain name registration per se, that will trigger a different response than just a passive registration.
WALDEN:You would obviously want to be aware of an infringer trying to trade on a mark,
but you should also monitor domain registration by distributors or licensees.They may be trying to do the right thing by registering the domain name, but when they register it in their own
name it could become problematic if the relationship later goes sour.Your enforcement policy
should include monitoring who is registering trademarks and domains in foreign countries, and
making sure they all get assigned back to the company itself.
G. CUNNINGHAM: Remember that your own employees are your best investigators
because they’re the ones who are in the trenches. They know what’s going on out there, they
know where to look and they are an invaluable resource. General counsel should empower their
employees, licensees and distributors to feel like they have a place to go when they see some-
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thing improper in the marketplace. It’s in all of their best interests to be out there
preserving and protecting your marks.
THOMPSON: Being aware of and proactive in monitoring your online presence can go beyond trademarks.You can have a corporate critic or gadfly or angry
stockholder that you really want to keep off the first page of search results. If you’re
active and savvy about managing how a search engine responds to certain queries,
you can keep that roar down to a murmur.
MODERATOR: Yet another caveat is to make sure your advertising and marketing people aren’t violating copyrights.
M. CUNNINGHAM: Companies need to police themselves and set clear
internal guidelines.You would be amazed to learn, when you get people around a
table over pizza, what employees actually have done without even thinking of the
ramifications.
WALDEN: Particularly in marketing. It is important to train people regularly because people come and go and new people may not be familiar with
your policies. The goal should be to really make it institutional knowledge —
and a priority — that people be aware of the trademark, copyright and patent
issues when they are coming up with new products or packaging or marketing
materials.
G. CUNNINGHAM: You give a tremendous amount of marketing collateral to
your distributors, and you need to think about what happens if there is a business
divorce at the end of the day and make sure you get all of your marketing materials
back. Inevitably you see some of it out there a year or two later and it’s,“Wow, that’s
a really interesting ad picture that looks very familiar.”And it turns out that it is interesting because it was yours and you didn’t get it back.
THOMPSON: Another best practice for corporate counsel is that if you’re
administering a network, you want to have a network use policy that prohibits things
like installing peer-to-peer file-sharing software, or downloading or sharing files that
are copyrighted.
G. CUNNINGHAM: Yes. Look what happened to Pfizer this spring. An
employee takes their laptop home; the employee’s spouse downloads peer-to-peer
file-sharing software. The employee plugs back into the Pfizer network, and somebody on the outside connects and manages to take down files with Social Security
numbers and personal identification information for thousands of Pfizer employees.
How do you defend against that? I don’t know the answer, except to really let people know what can happen if they violate company rules.
THOMPSON: As you said, not only can it result in a copyright infringement,
it can also result in a massive security breach of something that you may presume is
secure.
M. CUNNINGHAM: And in the Pfizer case the breach was completely inadvertent. Can you imagine if one really intended to do harm?
WALDEN: Right.
MODERATOR: In 2003 the U.S. signed the Madrid Protocol, a treaty administered by the World Intellectual Property Organization, or WIPO, that permits a U.S.
business to register its trademarks in the other 73 signatory countries by registering
them in this country. Pros and cons?

M. CUNNINGHAM: The Madrid Protocol is a useful tool. However, it does have a number of restrictions. First, you need to have use in every country where you file — and sometimes you do not have use in each and every country. Second, you cannot alter the description
of goods, which is based on your registration in your country.Third, the registrations in member countries are based on the original registration, so if the original registration is successfully
attacked, then all of the other applications are invalid. Thus, the Madrid Protocol is not always
the right approach.
MODERATOR: So rather than saving money by filing once, you may end up filing separately and eliminating the initial cost savings.
M. CUNNINGHAM: There is definitely a savings up front on the filing fees. But then, if
you have prosecution or any issues in any of the other countries, you still have to hire local attorneys to handle that.There are some savings, but not as much as many believe.
WALDEN: One thing that has come as a surprise is that if you get a provisional refusal
in China, there is a very tight window for turning around a response. The deadline is about
six weeks from the date the examiner’s objection is issued, but by the time the objection is
processed by WIPO and you ultimately receive the notice of provisional refusal, you may end
up with only a couple of weeks or less to address the issue. That is one big pitfall you really
need to stay on top of. You do not need foreign counsel in each country to help file an application, but this also means you do not have local counsel informing you about any issues in
advance of notification from WIPO. Another big cost savings can be achieved when recording assignments. According to WIPO, if you record an assignment in all 74 member countries,
the fee is roughly $150. But if you record that assignment separately in each of those countries, the cost could be up to $40,000. Assignments, name changes, mergers and licenses can
all be centrally processed with a minimal fee.
G. CUNNINGHAM: There is a very interesting offensive-litigation twist that I’ve seen
post-Madrid. If you are thinking about opposing a mark that has gone through the Madrid
Protocol, or canceling a mark or bringing an infringement action, one of the leverage points you
have is that the other side will have to be thinking, “If we lose this action, we lose all the related applications and registrations.We’re going to have to go all the way back to square one and
incur all of those additional costs.” So when you’re looking at all of the reasons why you may or
may not want to go after someone and you see a Madrid Protocol application and registration,
you think, “I’ve got some leverage on these folks.”
MODERATOR: In its 2003 Medinol v. Neuro Vasx decision, the Trademark Trial and Appeal
Board, the TTAB, developed a strict liability doctrine for accuracy in trademark registration.
Failure to meet the requirement is known as “committing fraud on the PTO,” the U.S. Patent
and Trademark Office.
KRECHEVSKY: It’s not really fraud in the way that we normally think of — somebody
deliberately and intentionally misleading someone else.What it means here is that you have an
absolute duty of 100 percent accuracy whenever you are making an allegation to the trademark
office about use of your mark on all of the items and in all of the classes that you claim in your
application or registration.
THOMPSON: Often clients are in a rush to get a registration, and perhaps they’re using the
mark for three out of the four classes of goods that they’ve applied for.The temptation is to say,
“Yes, we’re using it for all of those, because I’m sure we’re going to fill that in within a few
months anyway.” If that doesn’t happen and you get caught, your entire registration is void based
on fraud.
M. CUNNINGHAM: It’s not just one class that can be lost. You can have 30 different types
of goods listed, and if you don’t use the mark on just one single good, your whole registration
can be invalidated.
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WALDEN: It could also be inadvertent. It could be that you asked someone to
verify for you that it’s in use, and they don’t really understand what “use” means. It
could be a completely good faith thing that nonetheless leads to a situation where a
false statement was made on a material issue to the PTO.
M. CUNNINGHAM: We often deal not with in-house counsel or a trademark
administrator but with CFOs, or with an employee who just inherited the job and
wants to sign off on whatever you put in front of them without really reading our specific instructions and without checking that the mark is still used on every single good.
KRECHEVSKY: The question arises for general counsel, Am I sitting on a
bunch of federal registrations that basically are not worth the paper they’re written on? The case law thus far is not promising about one’s ability to cure a problem that you are the first to detect. I think there should be an incentive created
for trademark owners to fix errors they detect in their registrations, at least before
those registrations have been asserted or challenged in administrative or court
proceedings. There have been a couple of very recent TTAB decisions that suggest that, in the application context, you can delete and still preserve your application, that you’re not permanently vulnerable to cancellation. It’s not clear. I
think there should be an equal opportunity on the registration side, too, but
there’s no law to support that yet.
G. CUNNINGHAM: What that creates is a zero-sum game. If you’re in a litigation or pre-litigation posture, on the defense or on the offense, and you realize
there’s an issue with the original application, suddenly your bargaining power has
shifted tremendously one way or the other.
KRECHEVSKY: If you’re in an opposition and you’re the applicant and the
opponent relies on certain registrations, inevitably you answer the opposition with a
counterclaim to cancel the registrations for fraud, because it is a strict liability standard. So whatever the TTAB thought it was going to accomplish by putting people
on notice that they’d better shape up, it has brought a lot more in the way of litigation costs.
MODERATOR: Is this rule too harsh?
M. CUNNINGHAM: On the one hand, it is a harsh rule. On the other
hand, the law presumes that trademark owners know what they are using their
marks on, so trademark owners have to be extremely careful not to jeopardize
their own registrations. One piece of advice I give to my clients — and they do
not always take it — is: do not file multi-class applications. If you have one mark
that you want to register in five classes, file five separate applications so that if
you make a mistake down the road on one of them, you do not lose the registration for all of your classes. Also, on renewal clients really have to be very careful to review what they are using the mark on, and that gives them an opportunity to remedy.
KRECHEVSKY: The trademark law itself contemplates that, over time, you
may legitimately stop use on some of the items that you were originally using
the mark on. So if the statute contemplates that things legitimately fall out of
use, why should there be a harsher penalty because of this fraud doctrine?
MODERATOR: Let’s take up the issue of counterfeiting. Some
observers estimate that as much as 10 percent of goods sold worldwide are
fakes. Can anything be done to stop this?
THOMPSON:Virtually every manufactured good that you see on the

market today comes from overseas, primarily China, and there are multiple opportunities for mischief along the way. Everybody has seen the knock-off Gucci bags,
but run-of-the-mill consumer items are also being knocked off — things like printer cartridges, batteries and razors — and some of them are virtually indistinguishable from the genuine article.
M. CUNNINGHAM: Unfortunately the counterfeiters have moved from Gucci
and Louis Vuitton bags to very sophisticated mechanical and electrical equipment,
drugs, toothpaste, tires …
WALDEN: Baby formula.
M. CUNNINGHAM: And baby formula. It is very disconcerting and dangerous.
THOMPSON: Get the feedback from your marketing department or your
salespeople that says, “Somebody returned a printer cartridge to us and it doesn’t
work. We don’t think it’s ours.” That’s going to say, “I’ve got a problem. I need to
investigate.” You want to find out how much it is costing you to have counterfeiters
in the market with you and how much you want to devote to suppressing them. It’s
a problem that’s not easily solved but that can be managed if you’re proactive.
G. CUNNINGHAM: You need to establish a relationship with your manufacturing partners such that there are incentives in place for them not to counterfeit
and not to violate your rights. Know who you’re dealing with when you’re dealing
overseas or, for that matter, in the U.S.
WALDEN: Part of the problem we’re dealing with in China and some
other Asian countries is that until fairly recently it was societally acceptable to
counterfeit. It was just something that people did to make money. So having
the right language in the contract is certainly important. Recording your
trademarks with customs is another weapon in the arsenal. Lining up good
counsel in China to do the necessary legal maneuvers, which perhaps means
conducting a raid and bringing a lawsuit, is important.This can be very expensive, and they may set up shop somewhere else next week, so it’s a very frustrating process.
G. CUNNINGHAM: Recording your registrations with customs is one of
the most cost-effective things that general counsel can do because there you have
a U.S. government agency that’s in a position to intercept imports before they
spread out into the market. They are even receptive to specific training about
what your genuine products look like and what a typical counterfeit or other
infringement might look like.
KRECHEVSKY: If you are “fortunate” enough to have a counterfeiting problem,
that means you probably have a popular product. I have always looked at counterfeiting as a problem of control but not necessarily elimination, because if the counterfeits dried up tomorrow and it wasn’t as a result of anything you did, you might want
to start worrying about your job security.
MODERATOR: Unless we’re talking about counterfeit parts that you buy unintentionally to put into your product.
KRECHEVSKY: Be very cautious about buying from unauthorized suppliers. Sometimes, particularly if they’re under cost constraints, people are tempted
to go to unauthorized sources that are offering a really good price. As in many
other areas of life, sometimes a bargain that looks too good to be true … is too
good to be true.
■
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